


	[image: ]		
	Montana Operations Manual
Policy
	Category
	Accounting

	
	
	Effective Date
	12/01/2007

	
	
	Last Revised
	Not Approved Yet

	Issuing Authority
	Department of Administration
State Financial Services Division

	399 Internal Controls


[bookmark: _Toc301777663][bookmark: _Toc195084511][bookmark: _Toc195084645]Purpose
The purpose of this policy is to provide guidance to assist agencies in documentation and improvement of internal controls in a variety of agency functions.
[bookmark: _Toc301777664]Scope
This policy applies to all state agencies and component units.
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[bookmark: _Overview]Overview
This policy was developed based on the principle that the effectiveness of internal control depends on how well employees perform their control-related responsibilities.  Since every individual's role in an organization affects internal control statewide, one objective is to help managers and employees better understand the elements of their jobs that contribute to the internal control structure and to improve their performance.
The second tenet of this policy is the belief that, given the proper tools, agency personnel can conduct their own internal control review.  Contained on the Department of Administration (DOA), State Accounting Bureau (SAB) Internal Controls webpage (http://sfsd.mt.gov/SAB/internalcontrols) are a variety of hands-on tools that can be used in conducting assessments of departmental risk and determinations of the adequacy of internal controls in place to mitigate risk.
The materials contained in this policy and on the webpage are voluminous; however, they will not address every potential control weakness or deficiency that may exist in an agency’s internal control system.  This policy and webpage materials should be considered living documentation that will be added to, deleted from, and modified over time.  Agencies must design, or adapt, tools, flowcharts, and other examples to fit their specific circumstances.

[bookmark: _Internal_controls_–][bookmark: _Toc195084515][bookmark: _Toc195084649]Roles and Responsibilities
[bookmark: _Toc301777669]Necessity of Internal Controls
1. Accountability
Agency managers are responsible for managing the resources entrusted to them to carry out government programs.  A major factor in fulfilling this responsibility is ensuring that adequate controls exist. Adequate internal controls allow managers to delegate responsibilities to staff and contractors with reasonable assurance that what they expect to happen actually does.
The concept of accountability is intrinsic to the governing process.  Public officials, legislators, and taxpayers are entitled to know whether government funds are handled properly and in compliance with applicable laws and regulations.  They need to know whether government organizations, programs, and services are achieving the objectives for which they were authorized and funded.  A key factor, in achieving these objectives and minimizing operational problems, is the implementation of appropriate internal controls.
2. Encourage sound financial management practices
Management’s role is to provide the leadership that an agency needs to achieve its goals and objectives.  Part of that responsibility encompasses the establishment of internal control policies and procedures designed to: safeguard agency assets; verify the accuracy and reliability of financial data; promote operational efficiency; encourage adherence to prescribed managerial policies; and help ensure compliance with applicable laws and regulations. The exact plan of internal control will depend, in part, on management’s estimation and judgment of the cost versus benefit of control procedures and resources available.
Effective internal control helps managers cope with shifting environments and evolving demands and priorities.  As programs change, process improvements are made, or new technologies are implemented, management must continually evaluate its internal control structure to determine whether updates are necessary to ensure that control activities employed remain effective.
3. Facilitate preparation for audits
Each agency is periodically subject to audit by the Legislative Audit Division (LAD), federal auditors, and, in some cases, internal auditors. These audits are conducted to ensure the following:
Public funds are administered and expended in compliance with applicable laws and regulations;
Agency programs are achieving the objectives for which they were authorized and funded;
Programs are managed economically and efficiently;
Financial statements are materially accurate in their presentation of the financial position of an agency or the State of Montana as a whole; and
Information system controls exist and provide a reasonable basis for relying on system results.
Only in rare instances, where audit procedures are developed to accomplish very limited objectives, will an audit not include an assessment of an agency’s system of internal control.
4. Fraud prevention
Managers are accountable for the adequacy of the internal control systems in their agencies. Weak or insufficient internal controls may result in audit findings and, more importantly, can lead to theft, shortages, operational inefficiency, a breakdown in the control structure, or negative publicity.

Role of the DOA State Financial Services Division
Section 17-1-102, MCA, states that the DOA, "Shall establish a system of financial control so that the functioning of the various agencies of the state may be improved, duplications of work by different state agencies and employees may be eliminated, public service may be improved, and the cost of government may be reduced."  This law further states that, "The department shall prescribe and install a uniform accounting and reporting system for all state agencies and institutions, reporting the receipt, use and disposition of all public money and property in accordance with generally accepted accounting principles."
Within DOA, the State Financial Services Division (SFSD) has primary responsibility for carrying out these directives.  In particular, SFSD is responsible for providing reliable and efficient statewide accounting systems, protecting the accuracy and integrity of statewide financial information, promoting fiscal accountability, compliance, and sound financial management. SFSD communicates its support of these objectives through publication of the Montana Operations Manual (MOM) Category 300 and Management Memorandums. The policies contained in MOM Category 300 are intended to enhance internal controls and promote financial discipline. Appropriately, the focus of this document is the applicability of MOM Policy 302 - Governmental Accounting Overview, Internal Controls section.
[bookmark: _Toc195084516][bookmark: _Toc195084650][bookmark: _Toc301777670]Agency Management’s Responsibilities
Management is responsible for establishing and maintaining agency internal controls.  Internal control is a process, effected by an entity’s oversight body, management, and other personnel, that provides reasonable assurance that the objectives of an entity will be achieved.
Throughout the year, management is expected to conduct reviews, tests, and analyses of internal controls to ensure their proper operation. Agency management is responsible for the extent of the efficiency and effectiveness of internal controls, as well as corrective action for any deficiencies. When weaknesses are identified, including internal or external audit findings, a plan and schedule for corrective action should be prepared.
This policy is intended to provide a base guideline that agencies can refer to for performance of internal control evaluations.  The policy is consistent with the internal control model developed by the Governmental Accountability Office's (GAO) Green Book. This is similar to the Committee of Sponsoring Organizations of the Treadway Commission (COSO) model used in the past, but the Green Book adapts the COSO model for use in a governmental environment.  Either method may be selected by agencies to follow, but the Green Book model is preferred for State of Montana entities.  See the SAB Internal Controls webpage (http://sfsd.mt.gov/SAB/internalcontrols) for information on how to obtain copies of literature on both models and for examples and templates for use in evaluating systems of internal control.   
The Green Book framework identifies three categories of internal control objectives and the related risks:
Efficiency and effectiveness of operations
Reliability of reporting for internal and external use
Compliance with laws and regulations
Although an agency’s internal control plan may address objectives in each of these categories, not all of the objectives and related controls are relevant to financial reporting.  Generally, the focus of this policy is on internal control activities and objectives that pertain to financial reporting or the risk of material misstatement.  However, since some controls may achieve objectives in more than one risk category, all controls that could materially affect financial reporting should be considered as part of internal control over financial reporting.
Since agencies in state government vary in size, complexity, and degree of centralization, no single method of internal control is universally applicable.  This policy and the information available on the SAB Internal Controls webpage (http://sfsd.mt.gov/SAB/internalcontrols) provide a general framework; however, it is agency management’s responsibility to develop the detailed internal control policies, procedures, and practices that best fit their business needs.
[bookmark: _Toc301777671][bookmark: _Toc195084517][bookmark: _Toc195084651]Internal Control Over Financial Reporting
In accordance with the AICPA attestation standard AT 501, internal control over financial reporting is: 
A process effected by those charged with governance, management, and other personnel, designed to provide reasonable assurance regarding the preparation of reliable financial statements in accordance with the applicable financial reporting framework and includes those policies and procedures that
i. pertain to the maintenance of records that, in reasonable detail, accurately and fairly reflect the transactions and dispositions of the assets of the entity;
ii. provide reasonable assurance that transactions are recorded as necessary to permit preparation of financial statements in accordance with the applicable financial reporting framework, and that receipts and expenditures of the entity are being made only in accordance with authorizations of management and those charged with governance; and
iii. 	provide reasonable assurance regarding prevention, or timely detection and correction of unauthorized acquisition, use, or disposition of the entity's assets that could have a material effect on the financial statements.
The definition reflects certain fundamental concepts:
Internal control is a process.  It is a means to an end, not an end in itself.
People are what make internal control work.  Internal control is not just the policies and procedures contained in an accounting manual.  Personnel play an important role in making internal control happen.
No matter how well designed and operated, internal control can provide only reasonable (not absolute) assurance that all agency objectives will be met.
When designing and implementing internal control activities, managers should consider the following four basic principles:
1. Internal control should benefit, rather than hinder, the organization and should be cost effective.
2. Internal control policies and procedures are not intended to limit or interfere with an agency’s duly granted authority related to legislation, rule-making or other discretionary policy-making.
3. Internal control should make sense within each agency’s unique operating environment.
4. Internal control is not a set of stand-alone practices.  Internal control is woven into the day-to-day responsibilities of managers and their staff.
Internal control systems are not separate entities.  Instead, they should be viewed as a continuous series of actions and activities that are interwoven throughout an entity’s operations.  In a sense, internal control is management control built into the entity as part of its infrastructure to help ensure it achieves goals and objectives on an ongoing basis.
[bookmark: _Toc195084523][bookmark: _Toc195084657][bookmark: _Toc301777677]Information Technology 
The use of information technology (IT) affects the fundamental manner in which transactions are initiated, recorded, processed, and reported.  In a manual system, an entity uses hard document procedures to record transactions in a paper format.  Internal controls are also manual and may include such procedures as approvals and reviews of activities, reconciliations, and follow-up of reconciling items.
Alternatively, computerized information systems utilize automated procedures to initiate, record, process, report, and control transactions.  As a result, records are stored in electronic formats that can replace or substitute for paper documents.  Controls for computerized systems generally consist of a combination of automated controls (e.g. - controls embedded in the computer programs) and manual controls (e.g. - physical access to systems).  The manual controls may be dependent on (e.g. - password protections) or independent of (e.g. - locked door to server room) IT; they may use information produced by IT or they may be limited to monitoring the information systems and automated controls and handling exceptions.  The mix of manual and automated controls will vary with the nature and complexity of an entity’s use of IT.  See section Information Technology for additional information regarding IT and internal control structures.
[bookmark: _Toc195084524][bookmark: _Toc195084658][bookmark: _Toc301777678]Limitations of Internal Control
Internal control has inherent limitations; it is a process that involves human diligence and compliance and therefore, it is subject to lapses in judgment and breakdowns resulting from human failures. Internal control also can be circumvented by collusion or improper management override. Because of such limitations, there is a risk that material misstatements will not be prevented, or detected and corrected on a timely basis by internal control. However, these inherent limitations are known aspects of the financial reporting process.
Internal controls, no matter how well designed and operated, can provide only reasonable assurance to management regarding the achievement of an entity's objectives, the reliability of information provided, and compliance with laws and regulations.  
Cost will prevent management from installing an ideal system and, for this reason, management must choose to take certain risks because the cost of preventing such risks cannot be justified.  In addition, more is not necessarily better in the case of internal controls.  Not only does the cost of excessive or redundant controls exceed the benefits, but a negative perception may also result.  If employees consider internal controls to be “red tape,” this viewpoint can adversely affect their regard for internal controls in general.
A second limitation to internal control is the reality that the process is subject to human judgment which can be faulty.  Breakdowns can also occur because of simple errors or mistakes.  Management may fail to anticipate certain risks and, thus, does not design and implement appropriate controls.  Controls can also be circumvented by the collusion of two or more people and/or by management’s improper override of the system.
These limitations apply to IT as well.  Errors may occur in the design, maintenance, or monitoring of automated controls.  For example, if an organization’s IT personnel do not completely understand how an order entry system processes sales transactions, they may erroneously design changes to the system that impact the wrong product line.  Conversely, these changes may be correctly designed but misunderstood by the people responsible for translating the design into program code.  Errors also occur in the use of information produced by IT.  Automated controls may be designed to report transactions over a specified dollar limit for management review.  However, if individuals responsible for the review do not understand the purpose of the reports, they may fail to review them and, as a result, will fail to investigate unusual items. 
[bookmark: _The_Five_Components]The Five Components of Internal Control
Every agency's internal control structure and internal control plan will likely be unique; however, the internal control components set forth in this policy should be incorporated into all internal control systems.  The Green Book and COSO models, referred to in subsection Agency Management's Responsibilities, break down the internal control process into five interrelated components that are derived from and integrated into the management process. These five components, and seventeen related principles, provide the necessary foundation for an effective internal control system, include:
· Control Environment
· The oversight body and management should demonstrate a commitment to integrity and ethical values.
· The oversight body should oversee the entity's internal control system.
· Management should establish an organizational structure, assign responsibility, and delegate authority to achieve the entity's objectives.
· Management should demonstrate a commitment to recruit, develop, and retain competent individuals.
· Management should evaluate performance and hold individuals accountable for their internal control responsibilities.
· Risk Assessments
· Management should clearly define objectives to enable the identification of risks and define risk tolerances.
· Management should identify, analyze, and respond to risks related to achieving the defined objectives.
· Management should consider the potential for fraud when identifying, analyzing, and responding to risks.
· Management should identify, analyze, and respond to significant changes that could impact the internal control system.
· Control Activities
· Management should design control activities to achieve objectives and respond to risks.
· Management should design the entity's information system and related control activities to achieve objectives and respond to risks.
· Management should implement control activities through policies.
· Information and Communication
· Management should use quality information to achieve the entity's objectives.
· Management should internally communicate the necessary quality information to achieve entity objectives.
· Management should externally communicate the necessary quality information to achieve the entity's objectives. 
· Monitoring
· Management should establish and operate monitoring activities to monitor the internal control system and evaluate the results.
· Management should remediate identified internal control deficiencies on a timely basis.
[bookmark: _Toc195084526][bookmark: _Toc195084660][bookmark: _Toc301777680]Control Environment
The control environment sets the tone of the organization and influences the effectiveness of the overall internal control structure within the entity.  The control environment is an intangible factor; yet, it is the foundation for all other components of internal control, providing structure and discipline, which affect the overall quality of the system of internal control.  Managers must evaluate the internal control environment in their agency as the first step in the process of evaluating internal controls.  Many factors determine the control environment, including the following:

Management’s attitude, actions, and values set the tone of an organization, influencing the control consciousness of its people.  Internal controls are likely to function well if management believes control activities are important and communicates this view to employees at all levels through policy statements, codes of conduct, and leading by example.  
Management demonstrates a positive attitude toward internal control by providing appropriate training, including internal control considerations in performance evaluations, discussing internal controls at management and staff meetings, and by rewarding employees for good internal control practices.  Management supports good internal controls by emphasizing the value of internal auditing and being responsive to information developed through internal and external audits.
Commitment to competence includes a commitment to hire, train, and retain qualified staff.  Managers should be required to comply with established personnel policies and practices.  Hiring and staffing decisions should include pertinent verification of education and experience and, once on the job, the employee should be provided formal and on-the-job training.  Management should identify the knowledge and skills required for various jobs and provide necessary training, as well as candid, constructive, real-time counseling and performance appraisals.
Assignment of authority and responsibility includes management’s ability to for define key areas of authority and responsibility through establishment of appropriate lines of reporting.  Management should provide policies and direct communications so that all personnel understand the agency’s objectives, know how their individual actions interrelate and contribute to those objectives, and recognize what actions they will be held accountable for and how  this will be determined.
In addition to organizational hierarchies, a proper segregation of duties is a necessary condition to make control procedures effective.  Management should ensure adequate separation of the following responsibilities:  authorization of transactions, recording of transactions, custody of assets, and periodic reconciliation of existing assets to recorded amounts.
Oversight body involvement in an agency’s review of internal controls and audit activities are necessary to provide a positive influence on the agency’s control environment.
[bookmark: _Toc195084527][bookmark: _Toc195084661][bookmark: _Toc301777681]Risk Assessment
Organizations exist to achieve some purpose or goal.  Goals, because they tend to be broad, are usually divided into specific targets known as objectives.  Entities must first address objectives to be achieved prior to assessing risk as a risk is anything that endangers the achievement of an objective.
Risk assessment, the second internal control component, is the process used to identify, analyze, and manage potential risks.  Risk identification methods may include qualitative and quantitative ranking activities, management conferences, forecasting and strategic planning, and consideration of previous audit findings and recommendations.  Risk can come from internal or external forces and management must consider this while performing assessment activities.  In attempting to identify risk, managers should ask the following two questions:
What could go wrong?
What can the entity do to help ensure objectives are met?
Over the course of time, situations can occur which prevent a business unit or an agency from fulfilling its responsibilities and meeting its goals.  Because of this possibility, successful managers continually identify and analyze potential risks to their organizations.  When beginning a risk assessment, managers should start by analyzing inherent risk.
1. [bookmark: _Toc195084529][bookmark: _Toc195084663][bookmark: _Toc301777683]Inherent risk
Inherent risk involves activities, which due to their nature, have a greater potential for loss from fraud, waste, unauthorized use, or misappropriation.  Cash handling, for example, has a much higher inherent risk for theft than data entry activities do.
Other examples of activities where inherent risk is high include the following:
Complex situations and systems increase the risk that a program or activity will not operate properly or comply fully with applicable regulations.
Agency responsibilities, such as environmental protection or public safety needs, may be risky by the nature of work assigned and undertaken.
Third party beneficiaries are more likely to fraudulently attempt to obtain benefits when those benefits are similar to cash.
Decentralization increases the likelihood that problems will occur.  However, a problem in a centralized system may be more serious than a problem in a decentralized system because, if a problem does exist, it could affect the entire agency. 
A prior record of control weaknesses often indicates a higher level of risk because bad situations tend to repeat themselves.
A lack of corrective actions in response to control weaknesses identified in prior audits often indicates that future problems are likely to occur.
Periods of change such as the usage of updated technology, entity reorganization, or new programs and compliance requirements.
Loss of institutional knowledge due to retirements or reductions in force.
2. Fraud Risk
The risk of fraud in an agency must be considered in management's assessment of risk to the entity.  Risk created by fraud can be looked at through three primary elements as the fraud triangle illustration below indicates:
Opportunity




Rationalization
Pressure/Need


· Opportunity to commit fraud can arise from a lack of adequate internal control, collusion among parties, or a position of authority.  
· Pressure or need of the parties committing fraud can be explicit or implicit and, as a result, such factors may be known (e.g. - performance measures) to the entity or they may remain hidden (e.g. - personal financial difficulty).    
· Rationalization is generally intangible as this is the internal reasoning a perpetrator has created to justify their actions.   
3. Evaluate Risks Identified
One way to approach the risk assessment process is to first identify the agency’s event cycles.  In the context of internal control, a cycle can be defined as a group of interrelated processes used to initiate and perform an activity.  Event cycles can be programmatic or financial.  Programs usually contain several event cycles.  For example, a human services program might include the following five cycles:  outreach, eligibility determination, record keeping, service delivery, and monitoring.
The focus of this policy is on financial cycles.  Most financial activities fall into two broad categories:  activities related to the expenditure cycle and activities related to the revenue cycle.  Each of these major cycles contains various sub-cycles.  For example, the expenditure cycle can be further broken down into personal services, purchasing and receiving, inventory, accounts payable and disbursements, travel expense reimbursements, grants and cash advances.  See Internal Control Plan section, for additional information related to building an internal control plan for lowering the risk of material misstatement in financial reporting.  
Once potential risks are identified, they should be analyzed for their possible effect.  To do so, you may consider questions such as:
How significant is this risk?
How likely is it that this risk will occur?
How large is the dollar amount involved?
To what extent does the risk potential of one activity affect other activities?
Are existing controls sufficient to mitigate the risk?
To what degree are secondary controls or other risk reduction factors in place?
This evaluation can then be used to rank problem areas and to prioritize internal control efforts.  A moderate loss that is likely to occur may pose as much danger as a more serious loss that is less likely to occur.  In addition, agencies should recognize that absolute assurance is generally not achievable; it would be prohibitively expensive and impede productivity.  For example, it would not be considered prudent to spend $50 to safeguard a $10 carton of pens.  On the other hand, spending $50 to safeguard computer equipment costing $5,000 would be reasonable.
Due to the significant role that information technology systems play in the initiation, recording, processing and reporting of financial transactions, agencies may choose to evaluate controls over automated processing separately. For additional considerations and information, see Information Technology section.

[bookmark: _Toc195084531][bookmark: _Toc195084665][bookmark: _Toc301777685]Control Activities
Once managers identify and assess risks, the next step is to develop cost effective methods to minimize the risks.  These methods are referred to collectively as control activities, the third component of internal control.  By control activities, we mean the policies, procedures, techniques, and mechanisms that enforce management’s directives to achieving entity objectives.  Control activities occur at all levels and functions; they include a wide range of diverse activities such as: approvals, authorizations, verifications, reconciliations, performance reviews, security measures, and the creation and maintenance of appropriate documentation. In short, these activities represent basic management practices.
Managers should be careful to avoid excessive control, which can be just as harmful as excessive risk.  Unnecessary controls can result in increased bureaucracy and reduced productivity.  When a problem arises, before implementing a new policy or procedure, managers should make sure that a relevant policy does not already exist that just needs to be enforced or modified.
[bookmark: _Toc195084532][bookmark: _Toc195084666][bookmark: _Toc301777686]Information and Communication
An agency’s control structure must provide for the identification, capture, and exchange of information both within the agency and with external parties.  For example, management relies on the information system, including the accounting system, for reporting on agency or program activities to the Legislature, oversight agencies, and federal and private grantors.  Accurate information communicated in a timely manner is, therefore, the focus of the fourth component of internal control.
Within the organization, communication must cross all levels of the entity.  Supervisors must communicate duties and responsibilities to their staff.  Staff and middle management must be able to alert upper management to potential problems or to suggest efficiency gains.  Administrative and program staff must communicate requirements and expectations to each other.  Well-designed internal control structures outline the specific authority and responsibility of individual employees in carrying out their day-to-day activities to achieve entity objectives.  They also serve as a point of reference for employees seeking guidance when unusual situations arise.
Sending information electronically allows management to immediately distribute new procedures and other information to a large staff.  Agencies should consider conducting in-house training sessions upon releasing new or revised internal control policies and procedures.  Internal control concepts should be emphasized as a part of the orientation for new employees.  Managers, including those at the highest level of an entity, should reinforce policies and procedures through their own actions and words.
Effective communication also encourages employee involvement.  Agencies should consider establishing a process that supports recommendations from employees for quality improvement, asset protection, or fraud prevention, and the entity must acknowledge good suggestions with meaningful recognition.  Employees should also feel they can report suspected improprieties without fear of reprisal and that their anonymity and confidentiality will be respected.  This includes, but is not limited to, making all employees aware that the LAD maintains a fraud, waste, and abuse hotline (1-800-222-4446), website (http://www.leg.mt.gov/css/audit/Fraud%20Hotline/hotline_accept.asp), email (LADHotline@mt.gov), and US Mail address for reporting suspect actions.
[bookmark: _Toc195084533][bookmark: _Toc195084667][bookmark: _Toc301777687]Monitoring
After risks have been identified, policies and procedures put into place, and information on control activities communicated, managers must implement the fifth component of internal control, monitoring.  Monitoring assesses the quality of the internal control structure over time, with those items deemed key more frequently and making adjustments as necessary.  Like the other four components, monitoring is a basic management practice that involves activities such as: performance evaluations; ongoing supervisory activities, reviews and analyses; and independent evaluations of internal controls performed by management or other parties outside of the process.  Proper monitoring, and the frequency thereof, ensures that internal controls continue to be adequate and function properly.
Monitoring allows a manager to identify whether controls are being followed before problems occur.  For example, an agency's internal control plan may identify situations where cross-training is required.  If the manager does not monitor the plan to ensure that cross-training occurs on a timely basis, he or she may discover too late that the back-up staff are not able to handle the operations when circumstances change.
The monitoring process should also include testing methods designed to ensure that the findings of audits and other reviews are promptly resolved.  Managers should determine the proper remedies in response to audit findings and complete, within established time frames, all actions needed to correct identified deficiencies.
[bookmark: _All_systems_goInformation]Information Technology 
Since the accuracy and timeliness of financial reporting is to a large extent dependent on a well-controlled systems environment, more and more attention is being focused on the role of information technology (IT) in financial reporting and compliance processes.  For most agencies, the role of information technology is critical to achieving an agency’s objectives.  Whether transactions are processed directly in, or transmitted to, SABHRS from independent agency subsystems, IT systems are deeply embedded in the initiation, recording, processing and reporting of financial transactions.  Adequate IT controls also help ensure compliance with legislatively approved budgets and other statutory, policy, or grant directives. 
The use of computer systems, to process financial transactions, store data, and perform statistical or other analysis, does not change the internal control objectives already discussed.  However, extensive use of computer systems may change the techniques used to meet control objectives.  For example, when IT is used in an information system, segregation of duties may be achieved or enhanced by implementing access security controls. 
 
[bookmark: _Toc195084547][bookmark: _Toc195084681][bookmark: _Toc301777701]General Controls Versus Application Controls
In an automated (IT) environment there are two broad categories of controls:  general controls and application controls.
1. [bookmark: _Toc195084548][bookmark: _Toc195084682][bookmark: _Toc301777702]General controls
General controls apply to all information systems: mainframe, minicomputer, network, and end-user environments; they impact the entire data processing environment.  General controls address data center and network operations; system software acquisition and maintenance; physical security; environmental protection; disaster recovery; hardware maintenance and computer operations.  Some examples include program change protocols; access restrictions to programs or data; implementation processes of packaged software or development of new software applications; and contingency/business continuity plans.
2. [bookmark: _Toc195084549][bookmark: _Toc195084683][bookmark: _Toc301777703]Application controls
Application controls, on the other hand, are more specific to individual application systems.  They include both computerized and manual controls and are designed to help ensure the completeness, accuracy, and validity of all information processed.  Application controls should be installed at an application’s interfaces with other systems to ensure that all inputs are received and are valid and outputs are correct and properly distributed.
Input control activities:  Input controls are designed to provide reasonable assurance that data received for computer processing have been properly authorized, converted into machine-sensible and compatible formats, and the data have not been lost, suppressed, added, duplicated, or improperly changed.  Computerized input controls include validation procedures such as check digits, record counts, hash totals, and batch financial totals.  
Processing control activities:  Processing controls are designed to provide reasonable assurance that data processing has been performed as intended without any omission or double-counting. Processing controls, such as computerized edit routines, include valid character tests, missing data tests, sequence tests and limit or reasonableness tests – all designed to detect data conversion errors. Many processing controls are the same as the input controls, but they are used during the actual processing phases.  These controls include run-to-run totals, control total reports, file and operator controls, such as external and internal labels, system logs of computer operations, and limit or reasonableness tests.
Output control activities:  Output controls are designed to provide reasonable assurance that processing results are accurate and distributed to authorized personnel only.  Control totals, produced as output during processing, should be compared/reconciled to input and run-to-run control totals produced during processing.  Computer-generated change reports for master files should be compared to original source documents for assurance that data are correct.
General and application controls over computer systems are interrelated.  General control supports the functioning of application control, and both are needed to ensure complete and accurate information processing.  If general controls are inadequate, the application controls are unlikely to function properly and could be overridden.
The SAB Internal Control webpage (http://sfsd.mt.gov/SAB/internalcontrols) contains many resources, including consideration that relate to IT general and application control objectives from a financial system perspective.  Large agencies with internal audit functions may have already addressed most of these situations, particularly those agencies that operate in highly complex data processing environments and have large IT organizations.  All agencies, however, will find that referring to the IT considerations document on the SAB Internal Controls website can provide the following benefits:
Assurance that the agency’s IT operations and investment strategies, as they relate to financial systems, are well planned, properly staffed and executed in accordance with the agency and statewide IT strategies and security and control policies.
Documentation that the agency has conducted a review of IT general and application controls over financial systems, which can be incorporated into the agency’s internal control plan.
A tool that agencies, who are contemplating replacement of existing financial systems or who are currently in the implementation phase, can use to monitor and control the acquisition/development software project.
[bookmark: _Toc195084551][bookmark: _Toc195084685][bookmark: _Toc301777705]
[bookmark: _“The_plan”Internal_Control][bookmark: _Internal_Control_Plan][bookmark: _GoBack]Internal Control Plan and Evaluation
Each agency director should designate one senior manager as the agency’s internal control officer.  This person shall be responsible for the agency’s overall internal control  plan, structure, and monitoring.  Working with agency managers and other personnel, the internal control officer’s mission is to develop a cost effective approach that best fits the agency’s size, staff and budget.
To get started, agencies are encouraged to create an internal control team.  The team will need to formulate a strategy, establish timelines, set milestones, assign tasks to key personnel, and keep the director informed of progress.  Certain activities that should be undertaken in conjunction with or prior to the internal control review include: 
Updating/creating policies and procedures to reflect current processes.
Updating organization charts.
Identifying and listing electronic file structures.
Identifying electronic databases used in processing fiscal and program activities.
Identifying financial data reports/queries, where they are located, and how they are accessed.
Reviewing the organization of paper filing systems and archiving procedures.
Completing an inventory of capital assets.
There is no single prescribed methodology for conducting an evaluation of an internal control structure.  Agencies that have an internal audit unit may already have adopted one of several risk assessment models.  These models generally involve an assessment of administrative controls and fiscal controls.  For those agencies that do not have an internal audit function, the balance of this policy presents a way to document and evaluate fiscal internal controls, using the following approach.
Identify Responsible Parties
Introduction:  In this section of the internal control plan, identify the agency’s internal control officer and his/her responsibilities for providing technical support and assistance.  Include brief statements that address the frequency of internal control evaluations, the agency’s commitment to maintaining an effective internal control system, and how recommendations for improvement are handled, including those based on the findings of the Legislative Audit Division, internal reviews, and federal auditors, if applicable.  Identify other internal control contacts/team members.
Agency Mission:  State the agency’s mission and mandate and cite applicable statutory references.
Organizational Structure:  Include names and titles of executive management.  Discuss agency programs, number of employees, internal plan of organization, etc.  Insert an organizational chart.
Management’s Key Internal Control Concepts:  Discuss the key internal control concepts, philosophies, and actions already put into effect that significantly strengthen the agency’s overall control environment.  Incorporate the agency’s governance documents.
[bookmark: _Toc195084554][bookmark: _Toc195084688][bookmark: _Toc301777708]Document Transaction Cycles
In this section of the plan, document the types and the flow of transactions, the persons who process the transactions, and the related control features, such as reviews and approvals, for each financial cycle identified.
Interview and involve managers and supervisors in the documentation phase, as appropriate. Managers and supervisors should make the following records available to the members of the internal control team:
Flowcharts
Policies and procedure manuals
Job profiles
Business unit organizational charts
Output reports
Agencies may find that the documentation phase is best accomplished by using a combination of documentation tools and formats, such as checklists, questionnaires, flowcharts, and narratives.  
Review prior internal and external audit reports.  If control weaknesses identified in prior audits have not been corrected, it may be an indicator of further problems.
Internal Evaluation
Set priorities:  Focus first on high risk divisions, business units, programs or activities.  Incorporate management’s special concerns and knowledge.  Consideration should be given to the following factors:
The degree of centralization versus decentralization
Competency and integrity of personnel
Dollar amount of budget
Degree to which public purpose may be affected
Safeguarding of resources
Organizational checks and balances that may provide a type of secondary control
Negotiability of the assets involved
Legal mandates
Once the high risk divisions, programs and/or activities have been evaluated, a systematic plan should be established to review all other risk areas.
Identify financial cycles and sub-cycles:  Most agencies have the following basic transaction cycles:
Expenditures/Accounts Payable
Revenue/Accounts Receivable
Inventory
Capital Assets
Payroll
Automated transaction processing
Agency specific programs and activities
[bookmark: _Toc195084556][bookmark: _Toc195084690][bookmark: _Toc301777710]Test the Controls
Use a variety of techniques to test internal controls and gather evidence.  For example, an agency’s “control environment” may be verified through document reviews, employee surveys, and management inquiries.  For transaction-oriented controls, you could use an employee focus group to help identify the various control points in a processing stream and then perform a “walk-through” to test prescribed procedures against actual operations.  See the DOA Internal Controls website (http://sfsd.mt.gov/SAB/internalcontrols) for more details on testing procedures and example survey/inquiry tools.
Judging the Severity of Internal Control Deficiencies
In accordance with AICPA auditing standard AU-C 265, "A deficiency in internal control exists when the design or operation of a control does not allow management or employees, in the normal course of performing their assigned functions, to prevent, or detect and correct, misstatements on a timely basis. A deficiency in design exists when (a) a control necessary to meet the control objective is missing, or (b) an existing control is not properly designed so that, even if the control operates as designed, the control objective would not be met. A deficiency in operation exists when a properly designed control does not operate as designed or when the person performing the control does not possess the necessary authority or competence to perform the control effectively."
A material weakness is "A deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable possibility that a material misstatement of the entity's financial statements will not be prevented, or detected and corrected, on a timely basis." 
A significant deficiency is "A deficiency, or a combination of deficiencies, in internal control that is less severe than a material weakness yet important enough to merit attention by those charged with governance." 
From an agency perspective these concepts will be applied to the audited biennial financial schedules and any separately issued financial statements.  Therefore, internal control reviews should apply similar scrutiny. 
In determining whether an internal control deficiency is more than inconsequential and should be reported, the internal control team should perform a risk assessment that takes into account the following criteria: 
1. Likelihood of misstatement
Many factors affect the likelihood that a deficiency, or a combination of deficiencies, could result in a misstatement of an account balance or disclosure.  Some of the factors the team should consider include, but are not limited to, the following:
The vulnerability of the related assets or liability to loss or fraud.
The complexity or extent of judgment required to determine the amount involved.
The nature of the accounts, processes or disclosures; e.g., suspense accounts generally involve greater risks.
The relative importance of the control and whether the overall control objective is achieved by interaction with other control activities and mitigating factors.
If the deficiency is an “operating” deficiency (rather than a deficiency in the “design” of a control feature), the operating failure rate, e.g. - repeated failures versus isolated occurrences.
Whether the control in question is automated and whether it can be expected to perform consistently over time.
2. Magnitude of misstatement
If the likelihood is high that an internal control deficiency could result in a financial statement misstatement, the next step is to assess the magnitude of the potential misstatement.  The following factors should be considered:
The financial statement amounts or total of transactions affected by the deficiency and the financial statement assertions involved.
Whether the deficiency relates to an entity-level or activity-level control.  Weaknesses in entity-level controls that seem relatively insignificant, by themselves, could result in material financial statement misstatements because they affect many accounts and classes of transactions.
The volume of activity in the account balance or class of transactions exposed to the deficiency that has occurred in the current period, or that is expected in future periods.
When evaluating the significance of a potential misstatement, the focus should be on the potential for misstatement, not on whether a misstatement has actually occurred.
3. Strong indicators of a material weakness
Identification of fraud of any magnitude on the part of senior management should be considered a material weakness. In addition, significant deficiencies that have been communicated to management by the LAD or the agency’s internal auditors that remain uncorrected after a reasonable period of time should be regarded as a strong indicator that a material weakness exists.  Restatement of previously issues financial statements to reflect the correction of a material misstatement due to fraud or error or ineffective oversight of the entity's financial reporting and internal control by those charged with governance are indications of a material weakness in the internal control structure as well.
[bookmark: _Toc195084557][bookmark: _Toc195084691][bookmark: _Toc301777711]Evaluate Results of Testing
The next step is to evaluate your findings and determine whether existing controls are sufficient to manage the risks assessed by management.  Findings should be documented, both positive and negative, in a written report that is presented to senior management.  Prior to inclusion of recommendations for improvements, be certain to confirm your findings and evaluation by discussing them with appropriate business unit and agency managers; ask them to develop corrective action plans and to submit a schedule for completion.  Be sure to identify any redundant controls that should be modified or eliminated, and present the business unit’s responses and corrective action plans along with the report.
Reporting Guidelines
Once the team has evaluated its findings, the next step is to review them with division and agency managers to reach consensus on the appropriate corrective actions.  At the conclusion of this process, the team should be ready to prepare its final report.  The report should include:
A statement describing management’s responsibility for establishing and maintaining internal control over financial reporting;
A statement of the framework or criteria used to evaluate the effectiveness of internal control over financial reporting;
A statement about the inherent limitations of internal control systems;
The internal control team’s assessment of the overall effectiveness of internal control over financial reporting, including disclosure of any significant or material control deficiencies identified by the team; and
A summary of the steps each division or agency plans to take to correct any reported deficiencies and the estimated dates of completion.  Corrective actions that management plans to address through a budgetary request should also be noted.
Lastly, the report should address control weaknesses identified in prior reports, commenting on (1) whether the weaknesses have been corrected and (2) whether the new policies and/or procedures have been in place for a sufficient period of time to determine they are operating effectively.
[bookmark: _Toc195084558][bookmark: _Toc195084692][bookmark: _Toc301777712]Continuous Monitoring
[bookmark: _Toc195084576][bookmark: _Toc195084710][bookmark: _Toc301777730]Review key internal controls for high risk agencies, divisions, programs, and activities annually, or more frequently if warranted.  Perform full internal control structure reviews every five years, unless there are significant changes in the operating environment. Situations involving new programs, changes in personnel, agency reorganizations or new systems increase the exposure to risk and, therefore, require more frequent review. Perform follow-up for prior findings to make certain that corrective actions have been taken. 
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